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D s ription 

[0001] The present invention relat s to a communica- 
tion unit including a device for prev nting loss or theft, 
in particular, but not exclusive to, mobile t lephone 
handsets and portable computers. 

[0002] Portable el ctronic apparatus are prone to be- 
ing lost or stolen. Mobile telephone handsets and palm- 
top computers are particularly vulnerable on account of 
their compact size and light weight. 

[0003] The present invention seeks to help prevent 
loss or theft of such apparatus. 

According to the present invention there is provided 
electronic apparatus including a device for preventing 
loss or theft, the device configured to receive and as- 
sess an enabling signal from an external source and to 
control operation of the electronic apparatus in depend- 
ence upon said assessment. 

[0004] The electronic apparatus may be portable and 
may be a communications unit, such as a mobile tele- 
phone, or a data processing unit, such as a computer. 
The device may be configured to measure the strength 
of the enabling signal, to trigger a first alarm if the signal 
strength is below a first predetermined level and to trig- 
ger a second alarm if the signal strength is below a sec- 
ond predetermined level. The enabling signal may in- 
clude identity information for the external source and the 
device may be configured to examine said identity infor- 
mation. The device may be configured to trigger an 
alarm in dependence upon said identity information or 
to disable operation of the electronic apparatus. The de- 
vice may be configured to receive a personal identifica- 
tion number and to enable or maintain operation of the 
electronic apparatus if the personal identification 
number is received. The device may be configured to 
receive the enabling signal within a defined timeslot. 
The device may be configured to perform a first test on 
information relating to the enabling signal and to report 
the result of said first test, which may comprise an au- 
dible, visual or vibrational alarm. The device may be 
configured to perform a second test on information re- 
lating to the enabling signal and to report the result of 
said second test, which may also comprise an audible 
alarm. The electronic apparatus may be configured to 
be disabled in response to said second test and may be 
configured to receive a personal identification number 
in response to said second test. The electronic appara- 
tus may be configured to perform a test on said personal 
identification number and to enable operation of itself in 
dependence upon the result of said test on said personal 
identification number. The device may be configured to 
receive a personal identification number in response to 
said second test and to perform a test on said personal 
identification number, The device may be configured to 
enable operation of the electronic apparatus in depend- 
ence upon th result of said test on said personal iden- 
tification numb r. 

[0005] The operation of said electronic apparatus 



may includ operation of all functions of said electronic 
apparatus. The device may be configured to maintain 
operation of the apparatus. 

[0006] According to the present invention there is also 
5 provided a control device for pr venting loss or theft, the 
devic configur d to receive and ass ss an nabling 
signal from an ext mal source and to control operation 
of the lectronic apparatus in d p nd nee said assess- 
ment. 

io [0007] According to the present invention there is also 
provided electronic apparatus incorporating said control 
device. 

[0008] According to the present invention there is also 
provided control apparatus for preventing loss or theft 
15 comprising a first control device configured to transmit 
an enabling signal and a second control device config- 
ured to receive and assess the enabling signal and to 
control operation of the electronic apparatus in depend- 
ence upon the proximity of the first control device. 
[0009] The first device may comprises a radio fre- 
quency tag or a Bluetooth chip and may be incorporated 
in a smart card, within a badge, in an item of jewellery, 
in an article of clothing or in an item of personal property. 
[0010] The second control device may be configured 
to maintain operation of the electronic apparatus. 

[001 1 ] According to the present invention there is also 
provided a system for preventing loss or theft of elec- 
tronic apparatus, the system comprising electronic ap- 
paratus, a first control device configured to transmit an 
enabling signal and a second control device configured 
to receive and assess the enabling signal and to control 
operation of the electronic apparatus in dependence up- 
on said assessment. 

[001 2] According to the present invention there is also 
provided a method of preventing loss or theft, the meth- 
od comprising transmitting an enabling signal and re- 
ceiving and assessing the enabling signal and control- 
ling operation of the electronic apparatus in dependence 
upon the assessment. 

[0013] According to the present invention there is also 
provided a method of preventing loss ortheft, the meth- 
od comprising receiving and assessing an enabling sig- 
nal and to control operation of the electronic apparatus 
in dependence said assessment. 

[0014] According to the present invention there is also 
provided a computer program to be loaded on data 
processing apparatus to control operation of electronic 
apparatus so as to prevent loss or theft, such that the 
data processing apparatus receives information relating 
to an enabling signal received from an external source, 
assesses said information and controls operation of the 
electronic apparatus in dependence upon said assess- 
ment. 

[0015] The invention will be explained more fully be- 
low, by way of example, in connection with preferred em- 
bodiments and with reference to the drawings in which: 

Figure 1 is an perspective view of a mobile tele- 
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phon hands t; 

Figure 2 is a schematic block diagram of the mobile 
telephon circuits according to the first embodiment 
ofthepr sent invention; s 

Figure 3 shows a mobile telephone user wearing a 
radio frequency (RF) tag according to the first em- 
bodiment of the present invention; 

10 

Figure 4 is a schematic block diagram of the RF tag 
according to the first embodiment of the present in- 
vention; 

Figures 5a, 5b and 5c are parts of a process flow is 
diagram of the interaction between the mobile tele- 
phone handset and the RF tag according to the first 
embodiment of the present invention; 

Figure 6 is a schematic block diagram of the mobile 20 
telephone circuits according to a second embodi- 
ment of the present invention; 

Figure 7 is a schematic block diagram of an active 
badge according to the second embodiment of the 25 
present invention; 

Figure 8 is a schematic diagram of the functional 
parts of a Bluetooth chip; 

30 

Figure 9 is a sequence diagram showing the trans- 
fer of messages between two Bluetooth chips when 
establishing a wireless connection; 

Figure 1 0 is a process flow diagram of an interaction 35 
between the mobile telephone and the active badge 
according to the second embodiment of the present 
invention; 

Figure 1 1 is a process flow diagram of the operation 40 
of the mobile telephone when a high priority alarm 
is raised according to either the first or second em- 
bodiments; 

Figure 12 shows a watch comprising a Bluetooth *5 
unit and 

Figure 1 3 is a process flow diagram of an interaction 
between the mobile telephone and a watch accord- 
ing to the third embodiment of the present invention, so 

[0016] Referring to Figures 1 and 2, a mobile tele- 
phone 1 comprises a case 2, a battery 3, a liquid crystal 
display (LCD) panel 4, microphone 5, ear-piece 6, key- 
pad 7, antenna 8, subscriber identification module (SIM) ss 
card 9, SIM card reader 10 and a ringer 11. The mobile 
telephone circuitry includes radio interface circuitry 12, 
codec circuitry 13, controller 14 and memory 15. Indi- 



vidual circuits and I ments ar of a type w II known in 
the art, for xampl in the Nokia range of mobil tele- 
phon s. 

[0017] R f erring to Figures 3 and 4, a us r 16 of the 
mobil telephone 1, wears a contactl ss proximity smart 
card badge 1 7 secured by a clip 1 8. Th badge 1 7 com- 
prises a radio fr quency (RF) id ntification tag 19 of a 
type well known in the art. The RF tag 19 comprises a 
tag antenna 20, a tag transceiver 21, a tag controller 22 
and tag memory 23 and is implemented on a semicon- 
ductor chip. An example of a suitable RFtag 19 is a tag 
manufactured according to the Mifare® Architecture 
Platform produced by Phillips Semiconductors with ref- 
erence to international Standards Organisation (ISO) 
14443A standard, parts 2 and 3. 

[0018] The mobile telephone 1 and the RF tag 19 are 
configured to control operation of the mobile telephone 
1 by the transmission and receipt of an enabling signal. 
The amplitude of a transmitted signal diminishes with 
distance. Thus, as the separation of mobile telephone 

1 and the RF tag 1 9 Increases, if the RF tag 1 9 transmits 
a signal, the received signal at the mobile telephone 1 
will become weaker and vice versa. The rate of signal 
fall-off with distance can be rapid and significant over a 
distance of a few meters. 

[0019] If the user 1 6 inadvertently forgets the mobile 
telephone 1 and walks away from it or a thief steals the 
telephone 1 and attempts to make away with it, the sep- 
aration of telephone 1 and the tag 19 increases. As a 
result, the strength of the signal transmitted by a RF tag 
19 and received by the mobile telephone 1 will fade. If 
the received signal strengths falls below a certain 
threshold or if exchange of signals breaks down, the mo- 
bile telephone 1 raises an alarm and, if necessary, dis- 
ables itself. 

[0020] The exchange of signals between the mobile 
telephone 1 and the RF tag 1 9 will now be described in 
more detail. 

[0021 ] Referring to Figures 5a and 5b, the mobile tel- 
ephone 1 transmits an interrogation signal (step SI), 
starts a timer (step S2) and begins listening for a reply 
(step S3). The signal comprises a 64-bit number RAND, 
randomly generated by the controller 14. In this exam- 
ple, the interrogation signal is transmitted at a frequency 
in the range of 1 to 2 GHz by the radio interface circuits 
12, which are used for communication. It will be appre- 
ciated that a separate transceiver may be used instead. 
It will also be appreciated that other frequencies may be 
used, for example those specified in ISO 14443A, parts 

2 and 3. 

[0022] In this example, the RF tag 19 has no power 
source of its own. It receives power from rectification of 
the signal from the mobile telephone 1 . Thus, the RF tag 
19 is inactive until it receives a signal at a particular fre- 
quency (step S4) and if the signal is sufficiently strong 
then RF tag 19 is supplied with power (step S5). It will 
be appreciated that RF tags may b used that have their 
own power source, such a battery or solar cell. 
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[0023] Once, the RF tag 1 9 is powered, the tag con- 
troll r 22 r tri ves from tag m mory 23 the RF tag's 
identity lab I ID_LABEL (step S6). in this xample, the 
RF tag's id ntity label ID^LABEL is a 64-bit number. The 
random numb rRANDisexclusiv -ORed with the iden- 
tity label ID_LABEL to generat an enable code ENA- 
BLE (step S7), which is transmitted by the transceiver 
21 (step S8). Once the enable signal is transmitted, the 
power supplied by rectification of the interrogation signal 
is spent and the RF tag 19 becomes inactive until an- 
other signal is received. 

[0024] Meanwhile, the mobile telephone 1 waits to re- 
ceive a reply to its interrogation signal (step S9). If the 
telephone 1 receives a signal within a predetermined 
time, for example 100ms, the radio interface circuit 12 
measures the power of the signal P (step SI 0). Howev- 
er, if no signal is received and the counter timeouts (step 
S11), the radio interface circuits 12 set the measured 
signal power P to zero (step SI 2). 

[0025] Referring to Figure 5c, the mobile telephone 1 
assesses the strength and quality of the enable signal. 
The radio interface circuit 12 determines whether the 
power of the received signal P is above or below a first 
non-zero, power level P 1 (step SI 3). If the received sig- 
nal power P is below the first power level P 1t then the 
controller 14 activates a first level alarm (step S14). In 
this example, the first level alarm is an audible alarm 
emitted by the ringer 1 1 . It will be appreciated that other 
alarms may be used such as a flashing display, illumi- 
nated keys and vibration. The radio interface circuit 12 
tests whether the power of the received signal P is 
above or below a second, smaller, non-zero power level 
P 2 (step SI 5). If the received signal power P is less than 
the second power level, the controller 14 activates a 
second level alarm (step SI 6). In this example, the sec- 
ond level alarm is also an audible alarm emitted by the 
ringer 1 1 , but it is louder and higher in pitch than the first 
alarm. However, other types of alarm maybe used. After 
the second alarm is alerted, the mobile telephone 1 dis- 
ables itself. It can be re-enabled, for example, by enter- 
ing a personal identification number (PIN). The second 
level alarm is explained in more detail later. 

[0026] Thus, the first level alarm serves as a gentle 
reminder to the user 16 to keep the mobile telephone 1 
by them, while the second level alarm alerts the user 1 6 
to impending loss or theft of the telephone 1 . Further- 
more, the second level alarm may also triggerthe mobile 
telephone 1 to activate security features. 

[0027] If the received signal power P is above the first 
power level P-, or the second power level P 2 , then the 
controller 14 may optionally examine the enable code 
ENABLE (steps SI 7 & SI 8). This may be used to pre- 
vent other RF tags from innocently enabling the mobile 
telephone 1 or to frustrate attempts to steal the tele- 
phone 1 using another RF tag without the alarm sound- 
ing. 

[0028] The controller 14 retrieves from memory 15 a 
copy of the RF tag's identity label ID_LABEL and exclu- 



siv -ORsth label with th randomly g nerated number 
RAND to generate a local version of the enable code 
LOCAL. The controller 14 compares the local enable 
code LOCAL with the received enable code ENABLE. If 
s they match, the r ceived enable code ENABLE is veri- 
fied as being authentic and the mobil telephone 1 con- 
tinues to operate. The process repeats itself by gener- 
ating and transmitting a new random number RAND 
(step SI). The process may be repeated, for example 
io every 1 0 seconds. If the local enable code LOCAL and 
the received enable code ENABLE do not match, the 
received enable code ENABLE is rejected as being a 
forgery and the mobile telephone 1 activates the second 
level alarm (step SI 6). 

[0029] It will be appreciated that the random number 
RAND and the enable code ENABLE may be encrypted 
before transmission. It will also be appreciated that the 
mobile telephone 1 may be configured to check the re- 
sult the comparison, for example by repeating the proc- 
ess with a new random number, to allow for innocent 
corruption of the code or collision of several enable 
codes transmitted by different RF tags. Alternatively, the 
mobile telephone 1 may be configured to allow receipt 
of several enable codes and search through them until 
the correct enable code is found. 

[0030] Thus, while the mobile telephone 1 and the RF 
tag 19 are close enough together, the RF tag 1 9 will re- 
ceive a strong enough signal to operate and process the 
interrogation signal and return an enabling signal to the 
mobile telephone 1 to allow the mobile telephone 1 to 
operate. 

[0031] The first embodiment describes a badge, 
which transmits an enabling signal in response to a 
prompt from the mobile telephone 1 . The second em- 
bodiment is a modification, which, amongst otherthings, 
allows the badge to send an enable unprompted. 
[0032] Referring to Figures 1 and 6, the mobile tele- 
phone 1 shown in Figures 1 and 2 is modified to include 
a first Bluetooth™ chip 24. 

[0033] Referring to Figure 7, the badge 17 shown in 
Figure 3 is replaced by an active badge 25 with a clip 
26 comprises a second Bluetooth™ chip 27 powered by 
a battery 28. 

[0034] Referring to Figure 8, the first and second 
Bluetooth™ chips 24, 27 comprise a transceiver 29, a 
link controller 30 to control the physical establishment 
of the radio link and a link manager 31 to manage the 
execution of link protocols and to interface with an elec- 
tronic device, in this example, the first Bluetooth chip 24 
is interfaced with the mobile telephone controller 14. 
[0035] The Bluetooth™ system allows electronic de- 
vices to communicate with each other using short-range 
radio links. The system is configured to connect be- 
tween two and eight devices to form a "piconet". One 
device in the piconet serves as the master unit and its 
clock is used to synchronise communication throughout 
the piconet. Both voice and data may be communication 
through the piconet. Overlapping piconets may be 
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linked tog ther to form a "scatt met". A Bluetooth™ 
specification (version 1 .0 B) and a syst m overview may 
b found on the world-wide web at www.bluetooth.com 
or order d from Bluetooth SIG, c/o Daniel Edlund, Fac- 
simile No.: +46 70 615 9049. 5 

[0036] Referring to Figur 9, a brief overview of how 
a connection is established betw en the first and sec- 
ond Bluetooth™ chips 24, 27 will now be describ d. Un- 
der normal conditions, the first chip 24 operates in a low- 
power consumption standby mode. The first chip 24 pe- io 
radically "wakes-up" and enters an inquiry mode and 
repeatedly broadcasts inquiry message over a set of fre- 
quencies, inviting other devices to respond (step SI 9). 

The inquiry message may specify that only certain types 
of devices should respond and this is specified as an 15 
access code at the beginning of the message. Having 
broadcast an inquiry message, the first chip 24 listens 
for inquiry response messages on a different set of fre- 
quencies. The second chip 27 receives the inquiry mes- 
sage and replies with an inquiry response message, 20 
which contains its device address (step S20). 

[0037] The first chip 24, now in possession of the sec- 
ond chip's device address, passes into page mode. A 
page message is transmitted using a hopping sequence 
determined by the device address (step S21 ). The sec- 2s 
ond chip 27 receives the page message and replies by 
sending a page response message (step S22). The 
process by which the second chip 27 begins to synchro- 
nise to the first unit's clock now begins. The first chip 24 
sends a special control packet that includes information 30 
relating to its clock data and the channel hopping se- 
quence to be used and a second chip 27 confirms re- 
ceipt with a response (steps S23 & S24). The first and 
second chips 24, 27 are now in a connected state and 
can begin exchanging packets of data (step S25) and 35 
are connected by means of a piconet. Higher level pro- 
tocols manage the exchange of information between the 
mobile telephone 1 and the badge 25. 

[0038] The second chip 27 in the connected state can 
operate in several modes. In an active mode, the second *o 
chip 27 listens to time and frequency slots for data pack- 
ets from the first chip 24 and then sends data packets 
in other allocated slots. However, if no data is being 
transferred then the first chip 24 can arrange for the sec- 
ond chip 27 to be put in a power-saving mode. In such *s 
a mode, a hold mode, an internal timer is started and 
the second chip 27 becomes inactive for a fixed dura- 
tion. Alternatively, the second chip 27 may be placed 
into sniff mode during which it polls the piconet at a re- 
duced rate. Finally, the second chip 27 may be placed so 
in park mode, wherein it surrenders its device address 
and does not participate in data traffic. 

[0039] The radio transceivers operate at a 2.4 GHZ 
and have a broadcast range of up to 100m. The ampli- 
tude of a transmitted signal diminishes with distance. 55 
Thus, as the separation of mobile telephone 1 and the 
activ badge 25 increases, if the active badge 25 trans- 
mits a signal, the received signal at the mobile telephone 



1 will become weaker and vice versa. The rate of signal 
fall-off with distance can be rapid and significant over a 
distance of a few meters, 

[0040] If the user 16 inadvertently forgets the mobile 
telephone 1 and walks away from it or a thief steals the 
telephone 1 and attempts to make away with it, the sep- 
aration of telephone 1 and the badg 25 increases. As 
a r suit, th strength of the signal transmitted by the ac- 
tive badge 25 and received by the mobile telephone 1 
will fade. If the received signal strengths falls below a 
certain threshold or if the piconet breaks down, the mo- 
bile telephone 1 is configured to raise an alarm and, if 
necessary, disable itself. 

[0041] Referring to Figures 9 and 1 0, the second chip 
27, located in the badge 25, periodically sends a mes- 
sage to the first chip 24 in an allocated time slot (step 
not shown). The message contains the second chip's 
address by which it may be identified. The first chip 24 
checks to see if it receives a message in the time slot 
(steps S26 & S27). If the first chip 24 receives the mes- 
sage in the correct timeslot, it proceeds to measure the 
power of the signal S (step S28), otherwise it sets the 
measured power of the signal S to zero (step S29). 
[0042] The first chip 24 determines whether the power 
S of the received signal is below the first power level S 1 
(step S30). If the received signal power S is below the 
first power level then the first chip 24 alerts the mo- 
bile telephone controller 1 4, which activates a first level 
alarm, for example an audible alarm emitted by the ring- 
er 11 (step S31), Other types of alarms as described 
hereinbefore may be used. 

[0043] The first chip 24 tests whether the power of the 
received signal S is below a second, lesser, non-zero 
power level S 2 (step S32). If the received signal power 

5 is less than the second power level S 2 , the first chip 
24 notifies the mobile telephone controller 1 4, which ac- 
tivates a second level alarm (step S33), In this example, 
the second level alarm is an audible alarm emitter by 
the ringer 11, louder and higher in pitch than the first 
alarm, Furthermore, the mobile telephone 1 is disabled 
and requires entering of a personal identification 
number (PIN) before it can be used again. 

[0044] If the received signal power S is above the first 
power level or the second power level S 2 , then the 
chip 24 checks the address of the message (steps S34 

6 S35). If the address is that of the second chip 27, the 
mobile telephone 1 continues operation, otherwise it 
alerts the mobile telephone controller 14 (step S33). 
[0045] Thus, whilethe mobile telephone 1 andtheac- 
tive badge 25 are close enough together, the two Blue- 
tooth chips 24, 27 form a piconet. If the piconet breaks 
down or the signals become too weak, then the mobile 
telephone 1 raises an alarm. 

[0046] It will be appreciated that the Bluetooth chips 
may communicate in different ways to that described 
above. The enabling signal may be triggered in re- 
sponse a enquiry by th Bluetooth™ chip 24 in the mo- 
bile telephone 1. Furthermore, the mobile telephone 1 
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may process the enabling signal in a diff rent manner. 

Alt mativ ly, the piconet may be used to exchange a 
plurality of m ssages, the rec ipt of which is necessary 
to allow the mobile telephone to continue operation. 

[0047] Th mobil telephone 1 is provided with secu- 5 
rity features to prevent unauthorised use. For example, 
wheneverth mobil telephon 1 is switch d on, the us- 
er 1 6 is asked to enter a four-digit PIN on the keypad 8. 
if the correct PIN is entered, the mobile telephone 1 con- 
tinues to operate. If an incorrect number is entered then io 
the user is permitted another attempt. If the correct PIN 
number is not entered by the third attempt then use of 
the mobile telephone 1 barred. The mobile telephone 1 
switches itself off. 

[0048] Referring to Figures 5c, 1 0 and 11 , if the sec- is 
ond level alarm is raised (steps SI 6 or S33), then the 
mobile telephone 1 sounds a loud, high-pitched alarm 
on the ringer 11 (step SI 6.1 , step S33.1).The LCD pan- 
el 5 displays a request to enter a PIN (step SI 6.2, step 

533.2) . The mobile telephone 1 waits until a 4-digit 20 
number is entered on the keypad 7 (step SI 6.3, step 

533.3) and checks whether the number matches the 
PIN (step SI 6.4, step S33.4). In this example, the PIN 
is the same as the user-defined PIN entered on the key- 
pad 7 whenever the mobile telephone 1 is switched on. 25 
Alternatively, it may be a different number and may have 
any number of digits. If the correct PIN is entered then 

the mobile telephone 1 continues to operate (step 
SI 6.5, step S33.5). If an incorrect number is entered, 
then the operator, who may be the user 16, is allowed 30 
another two attempts (step SI 6.6, step S33.6). If an in- 
correct number is entered three times, then the mobile 
telephone 1 is barred from further use and it switches 
itself off (step SI 6.7, step S33.7). This prevents unau- 
thorised use. 35 

[0049] The second embodiment comprises a single 
active badge 25 and a single mobile telephone 1 . The 
third embodiment is a modification of the second em- 
bodiment in which the user 16 holds more than one 
Bluetooth unit, for example one in the form of an active * 0 
badge 25 and one in an article of jewellery, such a watch. 
[0050] In Figure 12, a watch 32 is shown comprising 
a third Bluetooth chip 33. When in close proximity, the 
first, second and third Bluetooth units 24, 27, 33 form a 
piconet. In this example, the first Bluetooth unit 24 in the 45 
mobile telephone 1 is the master unit. 

[0051] Referring to Figure 13, the first Bluetooth unit 
24 checks whether it has received an enabling signal S 
from the second Bluetooth unit 27 in a similar manner 
described hereinbefore (steps S36 & S37). In this ex- so 
ample, however, the first chip 24 checks whether the re- 
ceived signal power S is below the second power level 
S 2 . If the received signal power S falls below the second 
power level S 2 , then the first chip 24 checks whether it 
has received a further enabling signal S' from the third ss 
Bluetooth unit 33 (steps S38 & S39). If the power of the 
further signal S' falls below th second power level S 2 , 
then th first chip 24 alerts the mobile telephone con- 



troller 14, which activates the second level alarm and 
disabl s the mobil t I phon 1 as describe hereinbe- 
fore (step S40). Thus, the alarm is activat d when both 
the badge 25 and th watch 32 are out of range of the 
piconet formed with th mobile tel phon 1 . It will be 
appr dated that th us r 16 can hold more than two 
Bluetooth units, in a variety of artici s, including cloth- 
ing, jewellery and other personal items, and that they 
may be selectively activated or deactivated. The piconet 
allows up to eight Bluetooth units to participate, so al- 
lowing the user to hold up to seven Bluetooth units. Fur- 
thermore, the mobile telephone 1 may be programmed 
to trigger one or more alarms according to different re- 
ceived signal power conditions. For example, the proc- 
ess described with reference to Figure 13 may include 
both first and second level alarms. 

[0052] The fourth embodiment is a variation of the 
third embodiment in which the user 1 6 holds a Bluetooth 
unit, for example one in the form of an active badge 25, 
and more than one piece of equipment such as a mobile 
telephone 1 and a laptop computer each hold Bluetooth 
units respectively. Thus, if either the telephone 1 or the 
computer become separated from the badge 25 then 
they activate an alarm. 

[0053] The first Bluetooth unit 24 checks whether it 
has received the enabling signal S from the second 
Bluetooth unit 27 according to the procedure described 
with reference to Figure 10. In this example, a laptop 
computer (not shown) having a fourth Bluetooth chip 
(not shown) also checks whether it has received the en- 
abling signal S and independently executes the same 
procedure. Thus, if either the telephone 1 or the com- 
puter become separated from the badge 25 then they 
emit an alarm. It will be appreciated that the Bluetooth 
units may cooperate such that if either the telephone or 
the computer wanders away and become separated 
from the badge 25, then both the wandering and the re- 
maining pieces of equipment activate alarms. This may 
be co-ordinated by the master unit, which may be the 
second Bluetooth unit 27 located in the badge 25 or ar- 
ticle of jewellery. 

[0054] It will be appreciated that while the invention 
had been described in relation to mobile telephones, it 
can be used with any sort of portable electronic appa- 
ratus, for example, hand held computers. 

[0055] It will be appreciated that many modifications 
may be made to the embodiments described above. For 
example, the RF tag or the Bluetooth chip may be incor- 
porated into a piece of jewellery, such as a ring or me- 
dallion or into an item of personal property such as a 
handbag. 

[0056] The apparatus may also be used to prevent un- 
authorised use of and theft from a cash register. The 
cash register is fitted with a receiver and a controller or 
a Bluetooth unit. A till operator keeps on or about them 
an RF tag or active badge. The cash register may only 
operate when the till operator is present at the cash r g- 
ister. 
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Claims 

1. A communication unit including a d vice for pre- 
venting loss or theft, th device configured to re- 
ceive and assess an enabling signal from an exter- 
nal source and to control operation of the electronic 
apparatus in depend nee upon said assessment, 
said device being configured to measure the 
strength of the enabling signal and to examine an 
identity information included in said enabling signal, 
further being configured to trigger a first alarm if the 
signal strength is below a first predetermined level 
characterised in that the device is further config- 
ured to trigger a second alarm if the signal strength 
is below a second predetermined level. 

2. A communication unit according to claim 1 charac- 
terised in that the device is configured to disable 
operation of the communication unit. 

3. A communication unit according to claim 1 or 2 
characterised in that the device is configured to 
receive a personal identification number. 

4. A communication unit according to claim 3 charac- 
terised in that the device is configured to enable 
operation of the communication unit if the personal 
identification number is received. 

5. A communication unit according to any one of 
claims 1 to 4 characterised in that it is configured 
to receive the enabling signal within a defined 
timeslot. 



12. A communication unit according to any one of 
claims 7 to 1 0 haracteris d in that it is configured 
to receive a personal identification numb r in re- 
sponse to said second test. 

5 

13. A communication unit according to claim 12 char- 
acterised in that it is configured to perform a test 
on said personal identification number. 

10 14. A communication unit according to claim 13 char- 
acterised in that it is configured to enable opera- 
tion of itself in dependence upon the result of said 
test on said personal identification number. 

is 15. A communication unit according to any one of 
claims 7 to 10 characterised in that the device is 
configured to receive a personal identification 
number in response to said second test. 

20 16. A communication unit according to claim 15 char- 
acterised in that the device is configured to per- 
form a test on said persona! identification number. 

A communication unit according to claim 16 char- 
acterised in that the device is configured to enable 
operation of the communication unit in dependence 
upon the result of said test on said personal identi- 
fication number, 

30 18. A communication unit according to any preceding 
claim characterised in that the operation of said 
communication unit includes operation of all func- 
tions of said communication unit. 




6. A communication unit according to any preceding 
claim characterised In that the device is config- 
ured to perform a first test on information relating to 
the enabling signal. 

7. A communication u nit according to 6 characterised 
in that the device is configured to perform a second 
test on information relating to the enabling signal. 

8. A communication unit according to claim 7 charac- 
terised in that the device is configured to report the 
result of said first and second test. 

9. A communication unit according to claim 8 charac- 
terised in that said report of said first test or said 
second test comprises an audible alarm. 



35 19. A communication unit according to any preceding 
claim characterised In that it comprises a data 
processing unit. 

20. A communication unit configured for preventing 
4° loss or theft, the device configured to receive and 
assess an enabling signal from an external source 
and to control operation of the electronic apparatus 
in dependence said assessment characterised in 
that the unit comprise a first control device config- 
45 ured to transmit an enabling signal and a second 
control device configured to receive and assess the 
enabling signal and to control operation of the com- 
munication unit in dependence upon the proximity 
of the first control device. 

50 



10. A communication unit according to claim 8 or 9 
characterised In that said report of said first test 
or said second test comprises a visual alarm. 

11. A communication unit according to any one of 
claims 7 to 1 0 haract rlsed In that it is configured 
to be disabled in response to said second test. 



21. A communication unit according to claim 20 char- 
acterised in that the first device comprises a radio 
frequency tag. 

55 22. A communication unit according to claim 20 char- 
act rised in that the first device comprises a Blu - 
tooth chip, 
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23. A communication unit according to any one of 
claims 20 to 2 2 harct ris d in that the first device 
is incorporat d in a smart card. 

24. A communication unit according to any one of s 
claims 20 to 22 hara terised In that the first de- 
vice is incorporat d within a badge. 

25. A communication unit according to any one of 
claims 20 to 22 characterised in that the first de- io 
vice is incorporated in an item of jewellery. 

26. A communication unit according to any one of 

claims 20 to 23 characterised in that the first de- 
vice is incorporated in an article of clothing. is 

27. A communication unit according to any one of 
claims 20 to 23 characterised in that the first de- 
vice is incorporated in an item of personal property. 

20 

28. A device according to claim 27 characterised In 
that the communication unit is a mobile telephone. 

29. A device according to claim 27 characterised in 

that the communication unit is a computer. 25 

30. A system for preventing loss or theft of communica- 
tion unit, the system comprising: 

a communication unit; so 

a first control device configured to transmit an 
enabling signal and 

a second control device configured to receive 
and assess the enabling signal and to control 
operation of the communication unit in depend- 35 
ence upon said assessment. 

31. A method of preventing loss or theft, the method 
comprising: 

40 

transmitting an enabling signal and 
receiving and assessing the enabling signal 
and 

controlling operation of the communication unit 
in dependence upon the assessment. *s 

32. A computer program to be loaded on data process- 
ing apparatus to control operation of a communica- 
tion unit so as to prevent loss or theft, such that the 
data processing apparatus receives information re- so 
lating to an enabling signal received from an exter- 
nal source, assesses said information and controls 
operation of the communication unit in dependence 
upon said assessment. 
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